Content-ID uses a stream-based scanning engine and a uniform
signature format to look for and block a wide range of attacks
including vulnerability exploits, viruses, spyware, and worms.
Stream-based scanning means that threat prevention begins as
soon as the first packet is scanned while the uniform signature
format eliminates redundant processes common to multiple
scanning engine solutions (TCP reassembly, policy lookup,
inspection, etc.). The result is a reduction in latency and
improved performance.

Secure Application Enablement

The seamless integration of App-ID, User-ID, and Content-ID
enables organizations to establish consistent application
enablement policies, down to the functional level in many
cases, that span the permissiveness spectrum from allow to
deny. The same policies that protect users within the corporate
headquarters can be extended to all users, no matter where
they are located, thereby establishing a logical perimeter for
users outside of the corporate walls.

Secure enablement policies begin with the application identity,
determined by App-ID, as soon as traffic hits the device. The
application identity is then mapped to the associated user with
User-ID, while traffic content is scanned for threats, files, data
patterns, and web activity by Content-ID. These results are
displayed in Application Command Center (ACC) where the
administrator can learn, in near real-time, what is happening

Application Visibility

View application activity in

a clear, easy-to-read format.
Add and remove filters to learn
more about the application, its
functions and who is using them.
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on the network. Then, in the policy-editor, the datapoints
gleaned from ACC about applications, users, and content can
be turned into appropriate security policies that block unwanted
applications, while allowing and enabling others in a secure
manner. Finally, any detailed analysis, reporting, or forensics

can be performed, again, with applications, users, and content
as the basis.

Application Command Center: Knowledge is Power
Application Command Center (ACC) utilizes a subset of the
log database to graphically display a high-level summary of the
applications traversing the network, who is using them, and
their potential security impact. ACC is dynamically updated,
leveraging the continuous traffic classification that App-ID
performs; if an application changes ports, App-ID continues to
see the traffic, displaying the results in App-ID. There are no
settings to modify, no signatures to enable or configure. New
or unfamiliar applications that are seen in ACC can be quickly
investigated with a single click that displays a description of
the application, its key features, its behavioral characteristics,
and who is using it. Additional data on URL categories, threats,
and data provides a complete and well-rounded picture of
network activity. With ACC, an administrator can very quickly
learn more about the traffic traversing the network and then
translate that information into a more informed security policy.
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Policy Editor: Translating Knowledge into Secure
Enablement Policies

Immediate access to the knowledge of which applications are
traversing the network, who is using them, and the potential
security risk empowers administrators to quickly deploy
application-, application function-, and port-based enablement
policies in a systematic and controlled manner. Policy responses
can range from open (allow), to moderate (enabling certain
applications or functions, then scan, or shape, schedule, etc.),
to closed (deny). Examples may include:

o Assign Salesforce.com access to the sales and marketing
groups by leveraging user and group information.

e Protect data within the Oracle database by limiting access
to finance groups, forcing the traffic across the standard
ports, and inspect the traffic for application vulnerabilities.

¢ Enable only the IT group to use a fixed set of management
applications across their standard ports.

¢ Define and enforce a corporate policy that allows and
inspects specific webmail and instant messaging usage.

e Allow the use of MSN and Google Talk, but block the
use of their respective file transfer functions.
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e Allow SharePoint Admin to be used by only the SharePoint
administration team, and allow access to SharePoint Docs
for all other users.

¢ Implement QoS policies to allow media and other bandwidth
intensive applications but limit their impact on VoIP
applications.

e Identify the transfer of sensitive information such as credit
card numbers or social security numbers, either in text or
file format.

¢ Deploy URL filtering policies that block access to obvious
non-work related sites, monitor questionable sites, and
“coach” access to others using customized block pages.

e Deny all traffic from specific countries based or block
unwanted applications such as P2P file sharing, circumventors,
and external proxies.

The tight integration of application control, based on users and
groups, and the ability to scan the allowed traffic for a wide range
of threats, allows organizations to dramatically reduce the
number of policies they are deploying along with the number
of employee adds, moves and changes that may occur on a
day-to-day basis.
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Policy Editor: Protecting Enabled Applications

Securely enabling applications means allowing access to the
applications, then applying specific threat prevention and
file, data, or web traffic blocking policies with Content-ID.
Each of the elements included in Content-ID can be configured
on a per-application or application-function basis, allowing
administrators to be very targeted in their prevention efforts.

* File and Data Filtering: Data filtering features enable
administrators to implement policies that will reduce the

risks associated with file and data transfers. File transfers

and downloads can be controlled by looking inside the

file (as opposed to looking only at the file extension), to
determine if it allowed or not. Executable files, typically
found in drive-by downloads, can be blocked, thereby

* Intrusion Prevention System (IPS): Vulnerability
protection integrates a rich set of intrusion prevention
system (IPS) features to block known and unknown
network and application-layer vulnerability exploits,
buffer overflows, DoS attacks, and port scans.

* Network Antivirus: Stream-based antivirus protection
blocks from millions of malware variants, including PDF
viruses and malware hidden within compressed files or
web traffic (compressed HTTP/HTTPS). Policy based
SSL decryption enables organizations to protect against
malware moving across SSL encrypted applications.

* URL Filtering: A fully-integrated, customizable URL
filtering database of 20 million URLSs across 76 categories
allows administrators to apply granular web-browsing
policies, complementing application visibility and control
policies and safeguarding the enterprise from a full
spectrum of legal, regulatory, and productivity risks.
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protecting the network from unseen malware propagation.
Finally, data filtering features can detect, and control the
flow of confidential data patterns (credit card and social
security numbers).

Traffic Monitoring: Analysis, Reporting and Forensics
Security best practices dictate that administrators strike a
balance between being proactive, continually learning and
adapting to protect the corporate assets and being reactive,
investigating, analyzing and reporting on security incidents.
ACC and the policy editor can be used to proactively apply
application enablement policies, while a rich set of monitoring
and reporting tools provide organizations with the necessary
means to analyze and report on the application, users and
content flowing through the Palo Alto Networks next-
generation firewall.

* App-Scope: Complementing the real-time view of
applications and content provided by ACC, App-scope
provides a dynamic, user-customizable view of application,
traffic and threat activity over time.
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* Reporting: Predefined reports can be used as-is, customized,
or grouped together as one report in order to suit the
specific requirements. All reports can be exported to CSV
or PDF format and they can be executed and emailed on
a scheduled basis.

* Behavioral Botnet Detection: Data regarding unknown
applications, IRC traffic, malware sites, dynamic DNS,
and newly created domains is analyzed with the results
displaying the list of potentially infected hosts that can
be investigated as members of a botnet.

* Logging: Real-time log filtering facilitates rapid forensic
investigation into every session traversing the network.
Log filter results can be exported to a CSV file or sent to
a syslog server for offline archival or additional analysis.

* Trace Session Tool: Accelerate forensics or incident
investigation with a centralized, correlated view across
all of the logs for traffic, threats, URLs, and applications
related to an individual session.

GlobalProtect: Extending Policy Control to All Users

For users within the physical perimeter, enforcing security
policies with a next-generation firewall is straightforward.
Traffic is classified by the firewall, enablement policies are

Road
Warrior
GlobalProtect
Enforce consistent secure Satellite
application enablement policies Office User

for all users, no matter where
they are located.

applied, traffic is scanned for threats, and the network is
protected. However, the rapid pace of today’s business has
forced an abstraction of applications, users, and content
from the physical perimeter, making the deployment and
enforcement of a consistent set of security policies for
remote users nearly impossible.

GlobalProtect extends the same next-generation firewall-
based policies that are enforced within the physical
perimeter to all users, no matter where they are located. In
effect, GlobalProtect establishes a logical perimeter that mirrors
the physical perimeter. Employees working from home, on
the road for business, or logging in from a coffee shop will
be protected by the logical perimeter in the same manner
that they would be if they were working from their office.

GlobalProtect delivers a significant benefit to organizations;
a consistent firewall-based security policy for all users. The
creation and management of separate policies for firewalls
and remote users is eliminated, as are the associated
management efforts. The result is a streamlined security
infrastructure and a more consistent security policy.
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